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1.  Introduction
1.1.  Purpose

The goal of BAROC is to ensure a global acceptance in Taiwan of any chip-based financial card. To complete this objective BAROC establish a unified Debit/Credit architecture that allow local and international scheme to cohabit in the same terminal.
The purpose of the present document is to describe the BAROC Level 1 requirements used to ensure that all financial cards can be read on ATMs in Taiwan.
1.2.  Intended Readers

This document is intended for the ATM Vendors and other parties involved in ATM development or certification for Taiwan market.
1.3.  Structure
The structure of this document is as follows:

1. Introduction

This chapter describes the purpose, structure and related materials.
2. Logical approach
This chapter describes how ATM vendor and other parties involved in ATM development or certification for Taiwan market should understand the approach.

3. Level 1 requirements

This chapter describes the BAROC Level 1 requirements which shall be implemented in a BAROC ATM.
1.4.  References
ISO Specifications
Related ISO specifications are as follows:
(1) ISO/IEC 7816-1:1998/Amd 1:2003
(2) ISO/IEC 7816-2:1999: Identification cards -- Integrated circuit cards -- Part 2: Cards with contacts -- Dimensions and location of the contacts

(3) ISO/IEC 7816-3:1997: Information technology -- Identification cards -- Integrated circuit(s) cards with contacts -- Part 3: Electronic signals and transmission protocols

EMV Specifications

Related EMV specifications are as follows:
(1)
EMV Book 1, Application Independent ICC to Terminal Interface requirements Version 4.1, May, 2004.
2.  Logical approach
2.1.  Card deployment on the Taiwanese market
The key objective of BAROC is to ensure a global acceptance on ATMs in Taiwan for financial cards. As a result, BAROC certified ATMs in Taiwan shall accept EMV cards and BAROC cards. These types of cards are to be found on the field under the following configurations: BAROC only cards, EMV only cards and BAROC+EMV cards.
2.2.  Implementation of Standards and specifications
· Both EMV and BAROC follow the ISO 7816 standard.
· BAROC cards comply with the ISO 7816 standard with restrictions, as described in the present document (BAROC Level 1 requirements).

· EMV cards comply with the ISO 7816 standard with restrictions, as described in the EMV specifications.

So (BAROC Level 1 specification) included in (ISO 7816);
And (EMV Level 1 specification) included in (ISO 7816).

Case 1:




Case 2: 



Case 3 :

Case 4 :


Case 5 :


Cases 1, 2 and 3 do not happen in the BAROC Level 1 specifications. 

For each requirement that will be addressed below, the situation is either case 5 (most common) or, when there are differences, it is case 4.
There are some differences between BAROC level 1 and EMV Level 1. The picture shown in case 5 is to demonstrate that BAORC Level 1 is compliant with EMV Level 1 in some particular cases. Further information on this topic will be clarified below.
2.3.  Structure of the BAROC Level 1 specifications
Due to the relationship between BAROC Level 1 specifications, EMV Level 1 specifications and ISO 7816 standard, in the current document, we shall only stress the requirements where the intended reader might have difficulties for the implementation of the respective specifications.

The structure of the BAROC Level 1 specifications is divided into 3 parts:

3.1: Electrical requirements.

3.2: Requirements for the ATR.

3.3: Requirements for the protocol. 

For the other aspects of the specifications, we let the intended reader refer to the standards and specifications mentioned in § 1.4 References of the present document.

3.  BAROC ATM Level 1 requirements
BAROC ATMs shall follow ISO 7816 standard in most cases. The cases in BAROC ATMs specifications described below are based on ISO 7816 and parts of EMV standards are referred. There are three circumstances of requirements in the areas of Electrical, ATR and Protocol applied in ISO 7816, EMV, and intersection of ISO 7816 and EMV standard with comprehensive explanation respectively. 
3.1.  Electrical requirements
BAROC follows ISO 7816- 3 for Electrical requirements:
3.1.1 Class of operation conditions: (ISO)
BAROC ATMs shall be capable of:
· Class A card (5V), 
· Class B card (3V)

· Class C card (1.8V) 

3.1.2 ICC maximum current (Class A, B and C): (ISO)
· BAROC ATMs shall be capable of providing a current up to 60 mA (Class A).

· BAROC ATMs shall be capable of providing a current up to 50 mA (Class B).
· BAROC ATMs shall be capable of providing a current up to 30 mA (Class C).
3.1.3 I/O signal characteristics: (ISO)
· BAROC ATMs shall be capable of maintaining the Vil inferior to 0,75 V. (Class A)
· BAROC ATMs shall be capable of maintaining the Vil inferior to 0,45 V. (Class B)

· BAROC ATMs shall be capable of maintaining the Vil inferior to 0,27 V. (Class C)
3.2.  Requirements for ATR
BAROC follows ISO 7816- 3 for ATR requirements, with 4 restrictions:

3.2.1 Maximum length and inter-character time maximum of the ATR frame (intersection of ISO and EMV)
BAROC ATMs shall be capable of receiving an ATR with a maximum length of TS+31 bytes. (Maximum length does not include TS and TB2 is absent.) In addition, maximum timing of each character in the ATR is 9600 etu. (The historical bytes must be sent before TCK.)
According to EMV Level 1 specification, TB2 in the ATR shall not be present. In order to be compliant with, maximum length, here, shall not contain TB2. 
The inter-character timing maximum of the ATR, is defined as 9600 etus in ISO Standard. For ATR maximum duration in EMV Level 1 specification, it is acceptable if not excess than 20,160 etus. However, it does not specify the maximum duration of the ATR. In this case, BRAOC ATMs could be able to correctly interpret an ATR with inter-character time maximum and continue EMV card session.
3.2.2 TA1 byte (protocol factor of the transmission) (ISO)
BAROC ATMs shall accept all values of D and F factors.
3.2.3 TC1 byte (extra guard time) (ISO)
In ISO7816 Sec. 9.5.3.1, the condition for CWI is defined as: CWT = (11 + 2CWI) ETU, where the minimum value of CWT is 12 ETU. The condition defined by EMV for 2CWI >(N+1) is to highlight the relationship between CWT and N.
So, in fact, both specifications do not conflict with each other. Hence BAROC ATMs shall follow ISO 7816 with a value of CWT >= 12 etu. 
3.2.4 TD1 byte (protocol indication) (ISO)
b4~b1 of TD1 byte shall be capable of a value of parameter T (protocol type) is defined between 0~15.
3.2.5 TA2 byte (mode type byte) (ISO)
EMV specifies b5 of TA2 should be ‘0’, but ISO 7816 accepts b5=1.
· If TA2 is absent in all types of BAROC cards, this problem does not exist.
· If TA2 is present, the way is to meet both specifications mentioned in ISO 7816 section 6.6.2: “the device (terminal) may initiate a warm reset to invoke the negotiable mode in the card”.
3.2.6 TB2 byte (Vpp byte) (EMV)
TB2 shall be absent. 
It does not include TB2 of an ATR in EMV standard. BAROC ATMs shall only contain no TB2 in order to continue EMV card session.
3.2.7 TC2 byte (WWT byte) (ISO)
BAROC ATMs shall also accept for TC2 between 01~FF, however for EMV level 1 approval (0A mandatory), the party responsible for the certification shall state in the ICS the values accepted by the ATM.
3.2.8 TD2 byte (protocol indication) (ISO)
TD2 byte has a value of parameter T (protocol type) is defined between 1~15.
3.2.9 TA3 byte (IFSC information) (EMV)
BAROC ATMs shall accept values of TA3= 10~FE.
For EMV Terminals, it shall reject an ATR containing TA3 having a value in a range ‘00’ to ‘0F’ or a value of ‘FF’. According to ISO standard the values ‘00’ or ‘FF’ are reserved for future use. In this case, BAROC ATMs are recommended to follow EMV standard in accepting the values of TA3= 10~FE in order to continue the EMV and ISO card session correctly.
3.2.10 TB3 byte (CWI and BWI parameters) (ISO)
For CWI and BWI parameters in TB3, EMV specifies the ranges to be 0-5 for CWI and 0-4 for BWI, where ISO 7816 specifies 0-15 for CWI and 0-9 for BWI. In other words, EMV specifies shorter range of waiting times, and rejects any cards having longer waiting times. An EMV terminal will violate the EMV specification if it is modified to accept longer waiting times as defined in ISO7816. 

However, in practical longer waiting times cause no harm or conflict to the EMV specification. BAROC ATMs shall follow ISO 7816 specification in order to accept non-EMV (ISO 7816 only) cards. Thus BAROC ATMs shall support 0-15 for CWI and 0-9 for BWI based on ISO 7816 specification.
3.2.11 TC3 byte (EDC mode) (ISO)
BAROC ATMs should follow ISO 7816 and accept cards with TC3=0 or TC3=1. 
As a consequence, BAROC ATMs should support both LRC and CRC check for error correction.

3.2.12 TA4, TB4, TC4 bytes (intersection of ISO and EMV)
BAROC ATMs shall accept an ATR containing TA(i), TB(i) and TC(i) with i between 1~4.
A special case is applied in TB2 of an ATR. TB2 of the ATR shall not be present according to EMV Level 1 specification. Therefore, BAROC ATMs shall not contain TB2 in order to continue the card session.
3.3.  Requirements for protocol
BAROC follows ISO 7816- 3 for Protocol requirements, with 3 restrictions:

3.3.1 S/Block request. (EMV)
BAROC ATMs shall be capable of initializing a transaction with the PICC with a S/Block request.
In order to correctly continue card session in EMV standard, BAROC ATMs shall transmit S(IFS request) block with PCB= ‘C1’ and with IFSD = 254 after ATR sent by ICC.

3.3.2 Vpp(EMV)
BAROC ATMs shall not accept a procedure byte asking an action on Vpp signal.
TB1 and TB2 of an ATR are two characters related to Vpp. According to EMV Level 1 specification, TB1 shall be equal to ‘00’ in cold reset, and ‘any value’ or ‘not present’ in warm reset, and TB2 shall be absent. In order to succeed the card session, BAROC ATMs shall follow EMV standard in this case.
3.3.3 Procedure byte (T=0 prototcol) (ISO)
BAROC ATMs shall support procedure byte T=0 protocol.
3.3.4 LEN byte (T=1) (ISO)
For an EMV standard card, it never sends an I-block with LEN=0 to the terminal (according to EMV specification.) 

So for an ISO7816 terminal to read an EMV standard card, the card should not cause any LEN=0 problem. 

3.3.5 S(IFS request) during card session (T=1 protocol) (EMV)
BAROC ATMs shall not change IFSD during card session.
The first block transmitted after the answer to reset shall be sent by the terminal to the ICC and shall be a S(IFS request) block with PCB=’C1’ and with IFSD= 254 (value indicated in the single byte INF field). No further S(IFS request) blocks shall be sent by the terminal during the card session. (EMV4.1 Book1, Application Independent ICC to Terminal Interface Requirements, P.100) 
In this case, PCB = ‘C1’ is to make information field size request and only to be requested at the beginning of the block transmitted from terminal after ATR. Therefore, during card session BAROC ATMs shall not make any change of IFSD in order to correctly continue the card session.
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