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1.  Introduction
1.1.  Purpose

The goal of BAROC is to ensure a global acceptance in Taiwan of any chip-based financial card. To complete this objective BAROC establish a unified Debit/Credit architecture that allow local and international scheme to cohabit in the same terminal.
The purpose of the present document is to describe the BAROC application selection process used to ensure that all financial cards can be read on ATMs in Taiwan.
1.2.  Intended Readers

This document is intended for the Vendors and other parties involved in ATM development or certification for Taiwan market.
1.3.  Structure
The structure of this document is as follows:

1. Introduction

This chapter describes the purpose, structure and related materials.
2. Functional requirements

This chapter describes the BAROC functional requirements for the selection of applications in a BAROC ATM.

3. User Interface requirements

This chapter describes the BAROC User Interface requirements (i.e screen display) which shall be implemented in a BAROC ATM.
1.4.  References
BAROC Specifications
Functional Specification FISC COS, Version 3.2 (Chinese Version)
ISO Specifications
Related ISO specifications are as follows:
(1) ISO/IEC 7816-1:1998/Amd 1:2003
(2) ISO/IEC 7816-2:1999: Identification cards -- Integrated circuit cards -- Part 2: Cards with contacts -- Dimensions and location of the contacts

(3) ISO/IEC 7816-3:1997: Information technology -- Identification cards -- Integrated circuit(s) cards with contacts -- Part 3: Electronic signals and transmission protocols

(4) ISO/IEC 7816-4:2005: Identification cards -- Integrated circuit cards -- Part 4: Organization, security and commands for interchange.
EMV Specifications

Related EMV specifications are as follows:
(1) EMV Book 1, Application Independent ICC to Terminal Interface requirements Version 4.1, May, 2004.
(2) EMV Book 2, Security and Key Management, Version 4.1, May, 2004.
(3) EMV Book 3, Application Specification, Version 4.1, May, 2004.
(4) EMV Book 4, Cardholder, Attendant, and Acquirer Interface Requirements, Version 4.1, May, 2004.
Also, all latest bulletins issued by EMVCo shall be referenced.
2.  Functional requirements
2.1.  Processing Overview
Application selection is first process to be performed after the activation of the card.

The BAROC ATM Application Selection process allows the terminal to retrieve the applications supported by the card using different selection methods.

The key objective of BAROC is to ensure a global acceptance in Taiwan for financial cards. As a result the application selection process is built to meet the following requirements:
· Acceptance of any financial cards based on ISO 7816 standard.

· Acceptance of multi-application cards.

· Acceptances of multi-function applications for BAROC application function list (withdraw, bill payment, balance inquiry, fund transfer…).
There are 3 ways to select an application:

1. Application Selection using PSE method (1).

2. Application Selection using list of AID method.

3. FISC Application direct selection
The way to concatenate these 3 selection methods in a unified application selection process is described in the present document.
Whatever the applications supported by the terminal, the cardholder shall be able to select and confirm the application he wants to use.
(1) For more details on PSE selection method, please refer to EMV 2000 v4.1 Book 1 Section 12.2.2 Structure of the PSE.
2.2.  General Processing Flow
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Figure 1- General Processing flow
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Application Selection

The BAROC application selection process allows the cardholder to access to all the applications mutually supported by the card and the terminal. Application Selection shall be the first process performed by the ATM when a card is inserted in the reader.
For more details about BAROC application process refer to the section 2.3 of the present document.
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Show Application list
If the card supports multi applications, the terminal shall prompt the list of mutually supported application on the screen.
Refer to the section 3 for the BAROC requirements regarding the user interface.
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Show Application function list
If the application selected supports several functions, the cardholder shall be able to select them.

This step is specific to BAROC Application which allows the cardholder to choose between different transaction types of BAROC application function list.
The BAROC general transaction process is presented in the appendix 1 of the present document.
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Process the selected application

Once the cardholder has selected the application he wants to use, the terminal shall process the transaction using the appropriate transaction rules. The way to implement the different payment specifications in the ATM is out of the scope of this document.
2.3.  Application Selection process
An ATM who wants to accept BAROC cards shall comply with the following application selection processing.
In this process, 2 different selection methods have been implemented:
· PSE and List of AID methods which are generic methods to select a chip card based application. 
· The ATM could support in two different options. PSE plus List of AID method or only List of AID method.
	Application Selection method
	Type of application selected
	Implementation

	PSE
	BAROC, VSDC, J/Smart, M/Chip…
	Optional

	List of AID
	BAROC, VSDC, J/Smart, M/Chip…
	Mandatory


Table 1-Method of Application Selection
Application Selection Flow
(See next 2 pages)
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Figure 2- Application Selection Flow supporting PSE 
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Figure 3- Application Selection Flow supporting List of AID 

PSE selection method
The PSE begins with a DDF given the name ‘1PAY.SYS.DDF01’. The presence of this DDF in the ICC is optional but, if present, it shall comply with the structure presented in the EMV 2000 Book 1 (version 4.1). If it is present, this DDF is mapped onto a DF within the card, which may or may not be the MF. As with all DDFs, this DDF shall contain a Payment System Directory. The FCI of this DDF shall contain at least the information defined for all DDFs in table 3. 
SELECT PSE command

	Code
	Value
	Specific value for PSE selection

	CLA
	00
	00

	INS
	A4
	A4

	P1
	Reference control parameter 
	04

	P2
	Selection options
	00

	Lc
	var
	0E

	Data
	File name
	31 50 41 59 2E 53 59 53 2E 44 44 46 30 31 (1PAY.SYS.DDF01)



	Le
	00
	00


Table 2-SELECT PSE command

SELECT Command Reference Control Parameter

	B8
	B7
	B6
	B5
	B4
	B3
	B2
	B1
	Meaning

	0
	0
	0
	0
	0
	
	

	
	1
	
	Select by name

	
	0
	0
	


SELECT Command Option Parameter

	B8
	B7
	B6
	B5
	B4
	B3
	B2
	B1
	Meaning

	
	
	
	
	
	
	0
	0
	First or only occurrence

	
	
	
	
	
	
	1
	0
	Next occurrence


Card answer to SELECT PSE command:

If the card supports PSE, the answer shall be coded as following:

	Tag
	Value
	Presence

	6F
	FCI Template
	Mandatory

	
	84
	DF Name
	Mandatory

	
	A5
	FCI Proprietary Template
	Mandatory

	
	
	88
	SFI of the directory elementary file
	Mandatory

	
	
	5F2D
	Language Preference
	Optional

	
	
	9F11
	Issuer Code Table Index
	Optional

	
	
	BF0C
	FCI Issuer Discretionary Data
	Optional

	
	
	
	XXX 


	1 or more additional (private) Data elements from application provider, issuer, or IC Card Supplier.
	Optional


Table 3- Answer to SELECT PSE command
Example of card answer
6F 22 ( FCI Template and length of the answer.

84 0E 31 50 41 59 2E 53 59 53 2E 44 44 46 30 31( DF name: 1PAY.SYS.DDF01
A5 10 ( FCI Proprietary Template
88 01 01 ( SFI 01
5F 2D 06 65 6E 64 65 66 72( Language Preference: 1st English; 2nd German, 3rd French
9F 11 01 01( Issuer Code Table Index 01 (i.e ISO 8859)
90 00 ( Status Word
READ RECORD command

	Code
	Value

	CLA
	00

	INS
	B2

	P1
	Record number

	P2
	Reference control parameter 

	Lc
	Not present

	Data
	Not present

	Le
	00


READ RECORD Command Reference Control Parameter

	B8
	B7
	B6
	B5
	B4
	B3
	B2
	B1
	Meaning

	X
	X
	X
	X
	X
	
	SFI

	
	1
	0
	0
	P1 is a record number


Card answer to READ RECORD Command

Each record in the Payment Systems Directory is a constructed data object, and the value field is comprised of one or more directory entries as described below.

	Tag 70
	Data length

(L)
	Tag 61
	Length of directory entry 1
	Directory entry 1 (ADF or DDF)
	…
	Tag 61
	Length of directory entry n
	Directory entry n (ADF or DDF


ADF Directory Entry Format

	Tag
	Length
	Value
	Presence

	4F
	5-16
	ADF name (AID)
	Mandatory

	50
	1-16
	Application Label
	Mandatory ****

	9F12
	1-16
	Application Preferred Name
	Optional

	87
	1
	Application Priority Indicator
	Optional

	73
	var
	Directory Discretionary Template
	Optional

	
	XXX
	var
	1 or more additional (private) Data Elements from an application provider, issuer or IC Card supplier.
	Optional


Example of card answer

70 6A ( Read Record Template
61 18 ( Directory entry 1
4F 08 A0 00 00 01 72 95 00 01(ADF name:BAROC AID
50 07 46 49 53 43 41 52 44(Application Label
87 01 01:(Application Priority Indicator (first priority)
61 1B ( Directory entry 2
4F 07 A0 00 00 00 04 10 10 (ADF name: MasterCard AID
50 0D 4D 61 73 74 65 72 43 61 72 64 30 30 31 ( Application Label: MasterCard001
87 01 04( Application Priority Indicator (fourth priority)
61 1B ( Directory entry 3
4F 07 A0 00 00 00 10 10 30(ADF name: Eurocheque AID
50 0D 65 75 72 6F 63 68 65 71 75 65 30 30 32( Application Label: eurocheque002
87 01 02 ( Application Priority Indicator (second priority)
61 14 

4F 07 A0 00 00 00 04 60 00(ADF name: Cirrus AID
50 06 43 69 72 72 75 73 ( Application Label: Cirrus
87 01 03( Application Priority Indicator (third priority)
90 00
PSE method process
1) Terminal sends a SELECT command to the card including PSE file name.

2) Card shall answers with the same DF name, if PSE is supported, and the localization of the corresponding directory.

3) Terminal reads all the records in the directory in order to recover the applications supported by the card
4) If the BAROC application is not found in Card’s response in Read Record command, the terminal should send a select command with select BAROC application to make sure the card has the BAROC application or not.
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List of AID selection method

If the List of AID method is used to process the application selection, the terminal shall used a SELECT command coded as indicated in the Table 4.
SELECT command

	Code
	Value

	CLA
	00

	INS
	A4

	P1
	Reference control parameter 

	P2
	Selection options

	Lc
	var

	Data
	AID

	Le
	00


Table 4-SELECT command

Card answer to SELECT AID command:

	Tag
	Value
	Presence

	6F
	FCI Template
	M (*)

	
	84
	DF name
	M (*)

	
	A5
	FCI proprietary template
	M (*)

	
	
	50
	Application Label
	O

	
	
	87
	Application Priority Indicator
	O

	
	
	9F38
	PDOL
	O

	
	
	5F2D
	Language Preference
	O

	
	
	9F11
	Issuer Code Table Index 
	O

	
	
	9F12
	Application Preferred Name
	O

	
	
	BF0C
	FCI Issuer Discretionary Data
	O

	
	
	
	XXXX


	1 or more additional (private) Data elements from application provider, issuer, or IC Card Supplier.
	O


Table 5- Answer to SELECT command

· mandatory when EMV AID is selected. 
· optional when only BAROC AID is selected
Example of card answer 1
6F 15( FCI template

84 08 A0 00 00 01 72 95 00 01 ( DF name: SELECT AID 
A5 09( FCI proprietary template

50 07 46 49 53 43 41 52 44( Application Label

90 00( Status Word

Example of card answer 2

6F 0A( FCI template

84 08 A0 00 00 01 72 95 00 01 ( DF name: SELECT AID 
90 00( Status Word
Example of card answer 3

90 00( Status Word

The Table 6 shows the AIDs which could be found in a BAROC ATM.

This list is not exhaustive and is given as an example.

	Application name
	AID
	Implementation

	BAROC
	A0 00 00 01 72 95 00 01
	Mandatory

	M/Chip
	A0 00 00 00 04 10 10
	Optional

	Cirrus
	A0 00 00 00 04 60 00
	Optional

	Maestro
	A0 00 00 00 04 30 60
	Optional

	VSDC
	A0 00 00 00 03 10 10
	Optional

	Visa Electron
	A0 00 00 00 03 20 10
	Optional

	Visa PLUS
	A0 00 00 00 03 80 10
	Optional

	J/Smart
	A0 00 00 00 65 10 10
	Optional


Table 6- AID
List of AID process
1) Terminal maintains a list of applications supported.

2) Terminal sends a SELECT command to the card for each supported applications

3) Card indicates to the terminal if the application is supported or not



Show Application list
There are two possible situations:
· Only 1 application is present in the candidate list. If the application is BAROC, in this case the terminal shall directly select BAROC application. If the application is not BAROC, follow EMV specification or others.
· Several applications are present in the candidate list. In this case, the terminal shall display the name of all the applications and wait for the cardholder choice.
              If there is no BAROC application in the list, the terminal should follow EMV specification or others.

Cardholder selection

It is mandatory in the application selection process to allow the cardholder to select (if there are multiple applications) or confirm (if there is only one application) the application he wants to use.

Eject card
If the terminal is already selected BAROC application, but ‘Verify PIN’ is not successful, the terminal shall terminate the transaction and reject the card.

Follow EMV or other AP
Since there is no BAROC application inside the card, the terminal shall follow EMV transaction flow or other AP to process. 

3.  User Interface Requirements.
To ensure consistency in the messages displayed by the ATM during the application selection process, BAROC set up some simple requirements. The implementation of other user interface requirements which can be requested by payment system specifications are out of the scope of the present document.
The implementation of languages other than Chinese is optional, meanwhile BAROC strongly recommend the implementation of English messages as well.
3.1.  Multiple applications are supported
When the card supports multiple applications, the terminal shall display the list of all the application available to allow the cardholder to choose the application he wants to use. When the card supports only BAROC application, the terminal shall directly use BAROC Application and proceed the transaction.
As BAROC is the default application for ATM transaction, if a BAROC application is present in the card, the terminal shall display the BAROC Application dedicated name first, then list the other applications. Or the ATM is allowed to show all the applications in the same screen.
Example of display when a BAROC application is present in the card.

Screen 1


[image: image5]
Figure 4-Example of display

Screen 2 (if the cardholder selects “other”).


[image: image6]
Figure 5-Example of display

Example of display when all applications in the same screen.


[image: image7]
Figure 6-Example of display

3.2.  BAROC Application selected
If the BAROC Application is selected, the ATM shall display the list of function available. 
Refer to BAROC specification for the details of the supported functions.
Appendix 1: BAROC transaction flow.
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