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“ IIA position paper : The three lines of
defense in effective risk management and
control” :

The Three Lines of Defense model
distinguishes among three groups (or lines)
involved in effective risk management:
® Functions that own and manage risks.
® Functions that oversee risks.
® Functions that provide independent
assurance.

iy

[Fan VIERT- A F EL S

Y o

KPEL AP FERNTE
%

AER 0E E AT AR BE 2

FILR o gE[R

N
N
!

4
=4

She

>

o e
R
=

Lt

e

= 1.

“ IIA position paper : The three lines of]
defense in effective risk management and
control” :

As the first line of defense, operational
managers own and manage risks. They also
are responsible for implementing corrective
actions to address process and control
deficiencies.

Operational management is responsible for
maintaining effective internal controls and for
executing risk and control procedures on a
day-to-day basis. Operational management
identifies, assesses, controls, and mitigates
risks, guiding the development and
implementation of internal policies and
procedures and ensuring that activities are
consistent with goals and objectives.

“Corporate governance principles for banks”
(Basel Committee on Banking Supervision)
Article 38 :

Business units are the first line of defence.
They take risks and are responsible and
accountable for the ongoing management of
such risks. This includes identifying, assessing
and reporting such exposures, taking into
account the bank’s risk appetite and its
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e s, Ay - Policigs, procedqres agd controls. T_he manner
= f' FI CF = ' # in which the business line executes its
7 R2 4 &l - responsibilities should reflect the bank’s
existing risk culture.

I
_ :(E &R e (3 “Leveraging COSO across the three lines of]
B defense” (The Institute of Internal Auditors)

R2_FRE e ®  The first line of defense lies with the business
and process owners whose activities create
and/or manage the risks that can facilitate or
prevent an organization’s objectives from
being achieved. This includes taking the right
risks. The first line owns the risk, and the
design and execution of the organization’s
controls to respond to those risks.

®  The first line of defense in the Model is
primarily handled by front-line and mid-line
managers who have day-to-day ownership and
management of risk and control. Operational
managers develop and implement the
organization’s control and risk management
processes. These include internal control
processes designed to identify and assess
significant risks, execute activities as intended,
highlight inadequate processes, address
control breakdowns, and communicate to key
stakeholders of the activity. Operational
managers must be adequately skilled to
perform these tasks within their area of
operations.
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EGEE R AR " ITA position paper : The three lines of
o defense in effective risk management and
BT R - control” :

” . . .. |®  Management establishes various risk
L # 5 ﬁ ‘}% gz management and compliance functions to help
SN - A ) v R y%k build and/or monitor the first line-of-defense

) controls. The specific functions will vary by

%"%ﬁf H i b4 organization and industry, but typical
functions in this second line of defense
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include:
(1) A risk management function (and/or
committee) that facilitates and monitors
the implementation of effective risk
management practices by operational
management and assists risk owners in
defining the target risk exposure and
reporting adequate risk-related
information throughout the organization.
(2) A compliance function to monitor
various specific risks such as
noncompliance with applicable laws and
regulations. In this capacity, the separate
function reports directly to senior
management, and in some business
sectors, directly to the governing body.
Multiple compliance functions often exist
in a single organization, with
responsibility for specific types of
compliance monitoring, such as health
and safety, supply chain, environmental,
or quality monitoring.
(3) A controllership function that
monitors financial risks and financial
reporting issues.
Management establishes these functions to
ensure the first line of defense is properly
designed, in place, and operating as intended.
Each of these functions has some degree of
independence from the first line of defense,
but they are by nature management functions.
As management functions, they may intervene
directly in modifying and developing the
internal control and risk systems.

“Leveraging COSO across the three lines of
defense” (The Institute of Internal Auditors)
The second line is put in place to support
management by bringing expertise, process
excellence, and management monitoring
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alongside the first line to help ensure that risk
and control are effectively managed. The
second line of defense functions are separate
from the first line of defense but are still under
the control and direction of senior
management and typically perform some
management functions. The second line is
essentially a management and/or oversight
function that owns many aspects of the
management of risk.
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3. “ IIA position paper : The three lines of]
defense in effective risk management and
control” :

® Internal audit provides assurance on the
effectiveness of governance, risk management, and
internal controls, including the manner in which the
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first and second lines of defense achieve
risk management and control objectives.

4.

“Corporate governance principles for banks”
(Basel Committee on Banking Supervision)
Article 41 :

The third line of defence consists of an
independent and effective internal audit
function. Among other things, it provides
independent review and assurance on the
quality and effectiveness of the bank’s risk
governance framework including links to
organisational culture, as well as strategic and
business planning, compensation and
decision-making processes. Internal auditors
must be competent and appropriately trained
and not involved in developing, implementing
or operating the risk management function.

“Leveraging COSO across the three lines of
defense“ (The Institute of Internal Auditors)

The third line provides assurance to senior
management and the board over both the first
and second lines’ efforts consistent with the
expectations of the board of directors and
senior management. The third line of defense
is typically not permitted to perform
management functions to protect its
objectivity and organizational independence.
In addition, the third line has a primary
reporting line to the board. As such, the third
line is an assurance not a management
function, which separates it from the second
line of defense.

Internal auditors serve as an organization’s
third line of defense. The ITA defines internal
auditing as an “independent, objective
assurance and consulting activity designed to
add value and improve an organization’s
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operations. It helps an organization
accomplish its objectives by bringing a
systematic, disciplined approach to evaluate
and improve the effectiveness of risk
management, control, and governance
processes.”

What distinguishes internal audit from the
other two lines of defense is its high level of
organizational independence and objectivity.

¥ 6if
ﬁﬁﬁi(ﬁJigi‘W?%ﬂ*%@ﬁﬁﬁMiﬁﬁé

PRz E2 > FERTLEPRZ £ # 2 T

E g RFREMN S BT E

FRARRE RCERCEFAR  REAFF R

¢ (ROt E PrAtR L
AR B EZEEL FRE R I E

T

EHER R =
SEN A A

B SRS SRl el

v oxA

rsT R EE L L R - M
BEv M 7P miv 5

“IIA position paper : The three lines of
defense in effective risk management and
control” :

Governing bodies and senior management are
the primary stakeholders served by the “lines,”
and they are the parties best positioned to help
ensure that the Three Lines of Defense model
is reflected in the organization’s risk
management and control processes.

The Three Lines of Defense model is best
implemented with the active support and
guidance of the organization’s governing body
and senior management.

“Corporate governance principles for banks”
(Basel Committee on Banking Supervision)
Article 37 :

Depending on the bank’s nature, size and
complexity, and the risk profile of its activities,
the specifics of how these three lines of
defence are structured can vary. Regardless of
the structure, responsibilities for each line of
defence should be well defined and

communicated.

“Leveraging COSO across the three lines of
defense” (The Institute of Internal Auditors)
The Model enhances understanding of risk
management and control by clarifying roles
and duties. Its underlying premise is that,
under the oversight and direction of senior
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management and the board of directors, three
separate groups (or lines of defense) within
the organization are necessary for effective
management of risk and control.

The Three Lines of Defense Model is purposely
designed to be flexible. Each organization
should implement the model in a way that is
suitable for their industry, size, operating
structure, and approach to risk management.
However, the overall governance and control
environment normally is strongest when there
are three separate and clearly defined lines of
defense. Organizations should strive to
implement a governance structure that is
consistent with the Model such that all three
lines exist in some form, regardless of size or
complexity of the organization. The “lines”
should be distinct, with separate roles and
responsibilities, clearly articulated in the
appropriate policies and procedures of the
organization, and reinforced by a consistent
“tone from the top.
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“IIA position paper : The three lines of
defense in effective risk management and
control” :

As the first line of defense, operational
managers own and manage risks. They also
are responsible for implementing corrective
actions to address process and control
deficiencies.

Operational management is responsible for
maintaining effective internal controls and for
executing risk and control procedures on a
day-to-day basis. Operational management
identifies, assesses, controls, and mitigates
risks, guiding the development and
implementation of internal policies and
procedures and ensuring that activities are
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consistent with goals and objectives.

“Corporate governance principles for banks”

(Basel Committee on Banking Supervision)
Article 11 :
The business line — the first line of defence —
has “ownership” of risk whereby it
acknowledges and manages the risk that it
incurs in conducting its activities.

“Corporate governance principles for banks”
(Basel Committee on Banking Supervision)
Article 38 :

Business units are the first line of defence.
They take risks and are responsible and
accountable for the ongoing management of
such risks. This includes identifying, assessing
and reporting such exposures, taking into
account the bank’s risk appetite and its
policies, procedures and controls. The manner
in which the business line executes its
responsibilities should reflect the bank’s
existing risk culture.

“Leveraging COSO across the three lines of
defense” (The Institute of Internal Auditors)
The first line of defense in the Model is
primarily handled by front-line and mid-line
managers who have day-to-day ownership and
management of risk and control. Operational
managers develop and implement the
organization’s control and risk management
processes. These include internal control
processes designed to identify and assess
significant risks, execute activities as intended,
highlight inadequate processes, address
control breakdowns, and communicate to key
stakeholders of the activity. Operational
managers must be adequately skilled to
perform these tasks within their area of
operations.
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“Corporate governance
principles for banks”
(Basel Committee on
Banking Supervision)
Article 103
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“Leveraging COSO across
the three lines of defense
”(The Institute of Internal
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“IIA position paper : The three lines of
defense in effective risk management and
control” :

A risk management function (and/or
committee) that facilitates and monitors the
implementation of effective risk management
practices by operational management and
assists risk owners in defining the target risk
exposure and reporting adequate risk-related
information throughout the organization.
A compliance function to monitor various
specific risks such as noncompliance with
applicable laws and regulations. In this
capacity, the separate function reports directly
to senior management, and in some business
sectors, directly to the governing body.
Multiple compliance functions often exist in a
single organization, with responsibility for
specific types of compliance monitoring, such
as health and safety, supply chain,
environmental, or quality monitoring.
A controllership function that monitors
financial risks and financial reporting issues.
The responsibilities of these functions vary on
their specific nature, but can include:

(1) Supporting management policies,

defining roles and responsibilities, and

setting goals for implementation.

(2) Providing risk management

frameworks.

(3) Identifying known and emerging

issues.

(4) Identifying shifts in the

organization’s implicit risk appetite.

(5) Assisting management in developing
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processes and controls to manage risks

and issues.

(6) Providing guidance and training on

risk management processes.

(7) Facilitating and monitoring

implementation of effective risk

management practices by operational

management.

(8) Alerting operational management to

emerging issues and changing regulatory

and risk scenarios.

(9) Monitoring the adequacy and

effectiveness of internal control, accuracy

and completeness of reporting,

compliance with laws and regulations,

and timely remediation of deficiencies.

“Leveraging COSO across the three lines of

defense” (The Institute of Internal Auditors)
The second line of defense includes various
risk management and compliance functions
put in place by management to help ensure
controls and risk management processes
implemented by the first line of defense are
designed appropriately and operating as
intended. These are management functions;
separate from first-line operating
management, but still under the control and
direction of senior management. Functions in
the second line are typically responsible for
ongoing monitoring of control and risk. They
often work closely with operating management
to help define implementation strategy,
provide expertise in risk, implement policies
and procedures, and collect information to
create an enterprise-wide view of risk and
control.
The responsibilities of individuals within the
second line of defense vary widely but typically
include:

(1) Assisting management in design and

11
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development of processes and controls to
manage risks.

(2) Defining activities to monitor and
how to measure success as compared to
management expectations.

(3) Monitoring the adequacy and
effectiveness of internal control
activities.

(4) Escalating critical issues, emerging
risks and outliers

(5) Providing risk management
frameworks.

(6) Identifying and monitoring known
and emerging issues affecting the
organization’s risks and controls.

(7) Identifying shifts in the organization’s
implicit risk appetite and risk tolerance.
(8) Providing guidance and training
related to risk management and control
processes.
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2.

“ITA position paper : The three lines of
defense in effective risk management and
control” :

Internal auditors provide the governing body
and senior management with comprehensive
assurance based on the highest level of
independence and objectivity within the
organization. This high level of independence
is not available in the second line of defense.
Internal audit provides assurance on the
effectiveness of governance, risk management,
and internal controls, including the manner in
which the first and second lines of defense
achieve risk management and control
objectives. The scope of this assurance, which
is reported to senior management and to the
governing body, usually covers:
(1) A broad range of objectives, including
efficiency and effectiveness of
operations; safeguarding of assets;
reliability and integrity of reporting
processes; and compliance with laws,
regulations, policies, procedures, and
contracts.
(2) All elements of the risk management
and internal control framework, which
includes: internal control environment;
all elements of an organization’s risk
management framework (i.e., risk
identification, risk assessment, and
response); information and
communication; and monitoring.
(3) The overall entity, divisions,
subsidiaries, operating units, and
functions — including business
processes, such as sales, production,
marketing, safety, customer functions,
and operations — as well as supporting
functions (e.g., revenue and expenditure

14
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accounting, human resources,
purchasing, payroll, budgeting,
infrastructure and asset management,
inventory, and information technology).

“Leveraging COSO across the three lines of
defense ”(The Institute of Internal Auditors)
Among other roles, internal audit provides
assurance regarding the efficiency and
effectiveness of governance, risk management,
and internal control. The scope of internal
audit work can encompass all aspects of an
organization’s operations and activities.
Corporate governance principles for banks
(Basel Committee on Banking Supervision)
Article 14 :

Independent validation and verification are
components of the third line of defence in the
governance structure used to manage
operational risk, and serve as a challenge
function to the other two lines of defence.
The depth and extent of the validation and
verification efforts should be consistent with
the materiality and complexity of the risk
being managed.
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“ IIA position paper : The three lines of]

defense in effective risk management and
control” :
Because every organization is unique and
specific situations vary, there is no one “right”
way to coordinate the Three Lines of Defense.
When  assigning specific duties and
coordinating among risk management
functions, however, it can be helpful to keep in
mind the underlying role of each group in the
risk management process.

“ Leveraging COSO across the three lines of

15
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AR 220, R Ek B AL o defense ”(The Institute of Internal Auditors)
LE PRI APIAH RELRES T The Three Lines of Defense Model is purposely
NS X TN ? W2 B TS, BIAA designed to be flexible. Each organization

should implement the model in a way that is
suitable for their industry, size, operating
structure, and approach to risk management.
However, the overall governance and control
environment normally is strongest when there
are three separate and clearly defined lines of
defense. Organizations should strive to
implement a governance structure that is
consistent with the Model such that all three
lines exist in some form, regardless of size or
complexity of the organization. The “lines”
should be distinct, with separate roles and
responsibilities, clearly articulated in the
appropriate policies and procedures of the
organization, and reinforced by a consistent
“tone from the top.
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3. “ IIA position paper : The three lines of]
defense in effective risk management and
control” :

® Recommended practices :
(1) Risk and control processes should be
structured in accordance with the Three
Lines of Defense model.
(2) Each line of defense should be
supported by appropriate policies and
role definitions.
(3) There should be proper coordination
among the separate lines of defense to
foster efficiency and effectiveness.
(4) Risk and control functions operating
at the different lines should
appropriately share knowledge and
information to assist all functions in
better accomplishing their roles in an
efficient manner.
(5) Lines of defense should not be

16
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combined or coordinated in a manner

that compromises their effectiveness.
In situations where functions at different lines
are combined, the governing body should be
advised of the structure and its impact. For
organizations that have not established an
internal audit activity, management and/or
the governing body should be required to
explain and disclose to their stakeholders that
they have considered how adequate assurance
on the effectiveness of the organization’s
governance, risk management, and control
structure will be obtained.
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